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Audit and Assurance Arrangements

We, at publicjobs have a number of audit and other arrangements in place which, together, provide
assurance that the organisation is managing its resources properly and that it is actively assessing

and managing risk. This is an accompanying document to the Corporate Governance Framework.

Role of Audit Committee and reporting arrangements to the Chief Executive

The organisation has an Audit Committee which operates in accordance with published Civil Service
guidance. The Committee has an independent role in the provision of assurance to and from the
Chief Executive. This includes consideration of the adequacy and effectiveness of the internal
control systems (through the findings from the programme of audits), overseeing the work of the
Internal Audit Unit, and providing advice and guidance in relation to the development of the Unit.
The Audit Committee has a purely oversight role in terms of the risk management framework
(including systems and processes) and has no role in relation to the identification and management
of individual risks. The Committee may provide challenge in relation to the systems and processes in
order to provide a level of assurance and advice to the Accounting Officer in line with their

responsibilities under the Audit Committee Charter.

The Audit Committee operates under a written charter. The Chairperson of the Audit Committee,
and all Committee Members, are external to the organisation, and the Committee has appropriate

expertise.

The Audit Committee prepares an annual report to the Accounting Officer, reviewing its operations,
and invites the Office of the Comptroller and Auditor General, as the external auditor, to meet with it

at least once a year.

The Internal Audit function
The majority of the Internal Audit function’s reviews are outsourced to a professional services firm. The
function operates to a three-year audit plan approved by the Chief Executive and under the oversight

of the Audit Committee.



All draft audit reports are submitted to appropriate members of the Management Board for the

preparation of management responses. Once finalised, the completion of any actions arising is tracked

and monitored via regular reports by management to the Audit Committee.

The Head of Corporate Services is also a member of the Civil Service “Heads of Internal Audit Forum”
which provides a forum for the discussion of policy and operational issues relating to internal audit within
civil service bodies as well as disseminating good practice and new developments within the internal audit

profession.

Risk Management

The organisation has a risk management system in place. This includes a Risk Management Framework
and Risk Management Policy appropriate to the size and scale of the organisation and is in accordance
with the relevant Civil Service Risk Management Guidance. An integrated and holistic approach to risk
management is one of the key elements to achieving effective corporate governance. The organisation
takes its risk management responsibilities seriously and has processes in place to respond appropriately
to significant business, strategic, operational, financial, compliance and other risks that threaten the

successful achievement of the strategic and operational objectives of the organisation.

A Risk Management Committee oversees the implementation and monitoring of this process. This
committee operates under the terms specified in the Risk Management Strategy and Policy outlined
later in this document. The Committee (through the Chair) reports to the Audit Committee at each
meeting, and updates on current risks facing the organisation are given to the Board at each meeting.
The Committee (through the Chair) report to the Management Board and the Accounting Officer
following each meeting of the Risk Management Committee. The Committee is a designated sub-group

of the Management Board, and also contains functional expertise and representation.



Internal Audit Charter

Introduction
This Charter sets out the purpose, authority and responsibilities of the Internal Audit function

in publicjobs.

Internal Audit Function
In accordance with the recommendations of the Accountability of Secretaries General and
Accounting Officers, publicjobs is committed to maintaining and supporting a quality internal

audit function.

The Internal Audit function will conduct its activities in accordance with the Internal Audit
Standards issued by the Department of Public Expenditure, NDP Delivery and Reform and will

have regard to best practice as enunciated by the Institute of Internal Auditors.

publicjobs will as necessary retain the services of an independent and suitably qualified Audit

Provider.

The Internal Audit function ensures that an appropriate contract is put in place for
outsourced internal audits and ensures that the contract terms are met and that the audits

are conducted to a high standard.

Role and Responsibilities
The primary role of Internal Audit within the Office is to give assurance to the Accounting
Officer and the Audit Committee as to the adequacy and effectiveness of the office’s

internal control system and the risk management environment.

Responsibility for internal control, including the prevention and detection of fraud and risk
management, rests fully with line managers who, notwithstanding audit activity, ensure that

appropriate and adequate arrangements exist within their area of responsibility.



Responsibility for implementation of audit recommendations also rests fully with the line

management concerned.

Scope

The Internal Audit function will review and appraise the following:

(a) The adequacy, reliability and integrity of the information being provided for decision
making and for accountability, and the extent to which this information is used;

(b) The degree of compliance with legislation (domestic and international) and other
requirements laid down centrally (i.e. Department of Public Expenditure, NDP Delivery and
Reform) and management plans, procedures and policies;

(c) The acquisition and disposal of assets and the safeguarding of assets and interests from
losses, including those arising from fraud, malpractice and irregularity;

(d) Arrangements for the economic and efficient use of resources within the area under

review.

In discharging this responsibility Internal Audit will also identify and report on any deficiency
or weakness in systems and controls and make appropriate recommendations for

improvement.

The Internal Audit Function will ensure that all information and records are treated in the
strictest confidence throughout the Audit process. The Internal Auditor is responsible for
ensuring the confidentiality and safekeeping of all records and information accessed in the

course of its work.

Authority

The Internal Audit function derives its authority from the Accounting Officer.

In order to perform its functions, internal audit staff are authorised by the Accounting Officer

to have full, free and unrestricted access to all the Office’s records, assets and personnel at



all reasonable times, and are entitled to request and receive all the information and

explanations they require for the proper performance of their duties.

Independence

To ensure the independence and objectivity of the Internal Audit function, the function will
not assume operating responsibilities for, and will remain independent of, the activities it
audits. This is to provide it with an environment in which it can make unbiased judgements
and provide impartial advice to management. In publicjobs this independence is achieved by
using an outsourced internal audit provider who carries out audits on the basis of a Strategic
Audit Plan approved by the Audit Committee (the membership of which is entirely external to
the organisation). If any audits are to be conducted by the internal quality audit function,
these will only be conducted on areas not within the remit of the Head of Corporate Services

(who also has responsibility for Internal Audit).

Internal Audit Universe

The internal audit unit has the right to review all the management and control systems, both
financial and operational. The internal audit unit has unrestricted access to all functional
areas, records (both manual and electronic), property and personnel in the performance of

its audits.

Audit Methodology

The internal audit function will produce a three-year audit work plan for all areas under its

remit. The plan will be approved, and executed, by the Audit Committee.

In the course of each audit the Internal Audit function/outsourced Internal Auditor will:
U  work constructively with management and staff
U give adequate notice to the Head of Sections prior to the commencement of an
audit

U determine and confirm system to be audited with line management



U discuss progress with the relevant line manager and liaise with the Head of

Corporate Services throughout the audit process

U issue adraft report to the relevant line manager to confirm its factual accuracy
and to agree where possible the conclusions and recommendations for
improvements

U agree atimescale for managements’ response

U issue the report, incorporating managements’ response to the relevant line
manager, relevant Head of Section and Head of Corporate Services

U issue the report to Accounting Officer

U present the final report to Audit Committee

U circulate the final report to Management Board.

The final reports will also issue to the Comptroller and Auditor General as requested.

Follow-up reports will be carried out within a timescale to be determined by the Audit

Committee. Summary follow-up reviews will issue to the Audit Committee informing them of

any instances where audit recommendations have not been implemented as agreed.

Where Internal Audit and management fail to reach agreement on issues/recommendations
considered to be of material importance by Internal Audit, the final audit report will reflect
the position of both. The Audit Committee’s attention will be drawn specifically to these

issues/recommendations, so that appropriate action can be taken.

Audit Committee Charter and Terms of Reference

PURPOSE

The Audit Committee is part of the control environment, tasked with providing independent advice to

the Accounting Officer regarding the suitability and robustness of the organisation’s internal control



systems and procedures, including the operation and development of the internal audit function and

the relationship with external audit.

The Audit Committee is not responsible for any executive function and it is not vested with any

executive power.

AUTHORITY

T

The Audit Committee is appointed to provide independent advice to the Accounting

Officer and is responsible to him/her for its performance in this regard.

1 The Audit Committee shall have the authority to investigate any matters within its
terms of reference (the Audit Committee’s role in relation to risk is described in the
review paper of May 2024, agreed at the meeting in June 2024); the resources, and
outside professional advice, it needs to do so and full access to information.

1 The Audit Committee Charter is agreed between the Accounting Officer and the
Audit Committee.

1 The Audit Committee shall be fully briefed and kept up-to-date on any significant
matter relating to their role and duties.

MEMBERSHIP

1 The Accounting Officer will appoint members and the Chairperson, unless otherwise
provided by law.

1  The Chairperson of the Committee will come from outside the organisation and has
right of access to the Accounting Officer.

1 Allmembers of the Committee will be external to the organisation.

1 Atleast one member of the Committee will be a nominee of the Board.

1 The Committee will collectively possess an appropriate range of skills to perform its function

to the required standard. At least one member will have relevant financial experience and
other members will have experience relevant to the Audit Committee, including: risk

management; internal audit; governance; an understanding of the public sector



environment, in particular accountability structures and current public sector reform

initiatives.
1 Members should have, or should acquire as soon as possible after appointment, an
understanding of:
- Organisational culture, objectives and challenges
- Organisational structure, including key relationships
- Relevant legislation or other rules governing the organisation.

1 Therole requirements will be clearly communicated to potential members at the outset
including time commitments and an indication of frequency of meetings.

1 Members may serve a three-year term, with the option to extend by a further three-
year term.

1 Astatement of members’ interests will be prepared on an annual basis.

I  Where a conflict of interest arises in the course of the work of the Audit Committee, the
member will bring this to the attention of the Chairperson and, where necessary, leave the
room for the duration of the discussion and not take part in any decisions relating to the
discussion. A note to this effect will be included in the minutes of the meeting. Declarations

of conflicts of interest is a standing item on all Committee meeting agendas.

INDUCTION AND ONGOING TRAINING
All new members will complete an Induction Process. This will include briefings on key areas including:
- Organisational objectives, culture and challenges
- Organisational structure, including key relationships
- Relevant legislation and governance arrangements
- Risk Management Framework
- Performance Reporting
All new members will receive an Induction Pack, containing key governance material, including the
Governance Framework, related Legislation, the Audit and Assurance Arrangements, the Corporate

Strategy, the Customer Action Plan, and the Corporate Risk Register.

Where the Committee deems training is required, the organisation will support members in attending

training related to their functions as members of the Committee. The organisation is a member of the



IPA Governance Forum, and as part of this will offer ongoing learning and development opportunities

to Committee Members.

MEETINGS

1 Tofacilitate regular engagement with the organisation, the Audit Committee will meet at least
quarterly, with the authority to convene additional meetings as circumstances require.

1 AllCommittee members are expected to attend each meeting. Each member must meet the
minimum attendance of 75% at Audit Committee meetings. A quorum shall consist of three
Committee members, and in the absence of the Chairperson, a deputy Chairperson will be chosen
from members and will chair the meeting.

1 If avoteisrequired on any issue, a simple majority of all members present, including the
Chairperson, will carry the motion, with the Chairperson having the casting vote in the event of a
tie.

1 Each member should take personal responsibility to declare any potential conflicts of interest
arising in relation to any items on the agenda for the meeting.

1 The Audit Committee should invite members of management, internal auditors or others to attend
meetings and provide information, as necessary.

1 The Chairperson of the Audit Committee will meet with the Accounting Officer twice annually.

1 The Chairperson will meet with the Chair of the Risk Management Committee twice annually.

1 The Committee should ensure that it communicates effectively with the Board (through the Board
nominee on the Audit Committee), the Head of Internal Audit, the external auditor and other
stakeholders.

1 Anyinternal audit or audit items that relate to the Board's areas of responsibilities should be
communicated to the Board as soon as they are identified (through the Board nominee on the
Audit Committee).

1 The agenda and supporting papers shall be circulated to all members at least one week prior to
the meeting.

1 The agenda of the Audit Committee will be approved by the Chairperson and each Member of

the Committee shall be entitled to put forward matters for inclusion on the agenda.
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1 Draft minutes will be prepared and once approved by the Audit Committee, will be circulated to
the Accounting Officer and Management Team with the aim of circulating them within ten working
days after the date of the meeting.

1 The Head of Corporate Services (with responsibility for Internal Audit, Risk Management and
Finance) shall normally attend meetings. In addition, such persons as are from time to time invited
by the Chairperson to attend may attend.

1 Thelnternal Auditor will attend the relevant portion of meetings required to present any audit
report prepared by them.

1 Appropriate records of the work of the Audit Committee will be maintained.

@ The Committee will make minutes of Audit Committee meetings available to the Board in the
Board papers for the following Board meeting.

1 TheInternal Audit support unit (which is part of the Corporate Services division) will provide
administrative support to the Audit Committee.

ACCESS

1  The Chairperson of the Audit Committee shall have a right of access to the CEO on any matter
pertaining to the internal audit function as the Committee considers appropriate or necessary,
including its overall effectiveness, resources, training, use of technology etc.

1 The Audit Committee shall have a right of access to such information or documents, which, in
the Committee’s opinion are relevant to matters falling within its terms of reference.

FUNCTIONS

The Audit Committee will carry out the following functions:

Internal Control

1

Advise on the organisation’s internal control systems, including information technology security
and control.
Obtain and review internal audit reports, significant findings and recommendations together

with management responses.
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1  Monitor management’s implementation of audit recommendations from internal audit, external

audit and other sources.

Governance and Risk Management

Advise on the systems of control underlying the risk management framework and processes, through:
-receiving feedback from the Chair of the Risk Management Committee, the internal auditor,
external auditor and the organisation’s management on the effectiveness of the risk management
process;
-taking such feedback into account for input into the priorities of the Internal Audit Unit work
programme, including identifying the need for value for money audits.

-Reviewing and endorsing the Risk Management Framework annually.

The Audit Committee has a purely oversight role in terms of the risk management framework (including
systems and processes) and has no role in relation to the identification and management of individual
risks. The Committee may provide challenge in relation to the systems and processes in order to
provide a level of assurance and advice to the Accounting Officer in line with their responsibilities

under this Charter.

Internal Audit

1 Review assessments of the internal audit function, including compliance with the Internal Audit
Standards; evaluation of conformance with the IIA Standards I300 (the results of which will be
communicated to the Accounting Officer and Audit Committee) will be conducted every three to
five years.

1 Review with the Head of Corporate Services (with responsibility for Internal Audit and Finance)
and as necessary discuss with management, the Internal Audit Unit’s charter, audit plans,
activities, staffing, and organisational status.

1 Receive progress reports on the audit plan assignments.

1 Raise any concerns with Accounting Officer regarding the independence of the Internal Audit unit.
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1 Onaregular basis, meet separately with the Head of Corporate Services (with responsibility for

Internal Audit, Risk Management and Finance) to discuss any matters that the Audit Committee or

Internal Audit Unit believes should be discussed privately.

External Audit
1 Onatleast an annual basis, meet with the nominee of the Comptroller and Auditor General.
1 Review the Internal Audit working relationship and liaison with the nominee of the Comptroller
and Auditor General to ensure co-operation, avoidance of duplication and potential gaps in
audit coverage.

1 Review the external audit management letter and the organisational response.

Financial Management
Advise on the systems of control underlying the financial management processes, including:
U reviewing the results of the external audit; and
U reviewing the framework associated with financial management and budgeting.
Reporting Functions
1 Regqularly report to the Accounting Officer about Audit Committee activities, issues, and related
recommendations by:
U circulating to the Accounting Officer and the Management Board the agreed minutes of Audit
Committee meetings as a matter of normal practice;
U submitting an annual report to the Accounting Officer, within three months following year end,
of the activities of the Audit Committee;
U providing the Minutes of the Audit Committee to the Board and attendance by the
Chairperson at two meetings of the Board annually); and
U availing of the Chairperson’s right of access to the Accounting Officer.
1 Providing an open avenue of communication between internal audit, the Office of the Comptroller

and Auditor General, and the Accounting Officer.
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Other Functions

1 Through a programme of financial and other related audits, promote good accounting practices,
ensuring better and more informed decision making and improved focus on value for money
throughout the organisation.

1 Perform other activities related to the charter as requested by the Accounting Officer.

1 Review and assess the adequacy of the written charter on an annual basis and request Accounting
Officer approval for proposed changes.

1 Respond to any special reporting requests, on matters relevant to the Committee, made by the Chief
Executive Officer.

1 The Audit Committee may, following consultation with the CEO, obtain outside legal or other
independent professional advice and secure the attendance at Committee meetings of outsiders
with relevant experience and expertise if it considers this to be essential.

1  Confirm annually that all functions outlined in the written charter have been carried out.

1  The Audit Committee evaluates its own performance on a regular basis.

ANNUAL REPORT

An annual report reviewing the Audit Committee’s operations should be prepared for the Accounting
Officer and submitted within three months following year end. This report will include an assessment on
the work of the Internal Audit Unit, the supports provided to the Audit Committee and a self-assessment
of the Audit Committee’s own effectiveness. The annual report will also include confirmation that a
review of this written charter has been completed on an annual basis and that all functions outlined in
the written charter have been carried out. The Audit Committee will follow up on any recommendations

from the Accounting Officer arising from this report, or in the course of other interactions.

PROTECTED DISCLOSURES

The role of the Audit Committee in relation to protected disclosures is agreed with the Accounting
Officer, in line with organisational policy and any relevant guidelines. Board Members may report their
concerns to the CEO, with escalation channels to the Chairperson of the Board or the Chair of the Audit
Committee. No investigation of the suspected fraud should take place until the Head of Corporate

Services and/or CEO has been informed. If the case involves /both of these individuals, the Chairperson
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of the Audit Committee should be informed. Full details of the relevant investigation process are set out

in the Fraud Policy and the Protected Disclosures Policy.

Quality Assurance and Improvement Programme

Introduction

Internal Audit’s Quality Assurance Improvement Programme (QAIP) is designed to provide reasonable
assurance to the various stakeholders (the Audit Committee, Senior Management, the Board, the
Comptroller and Auditor, etc.) that Internal Audit:

- Conforms to the definition of internal auditing, lIA standards 1300 and any central policy guidance;

- Has an adequate internal audit charter, goals, objectives, policies and procedures;

- Contributes to the organisation’s governance, risk management and control processes;

- Has complete coverage of the audit universe;

- Complies with applicable laws, regulations and other standards that the internal audit activity may be

subject to;

- Has identified the risks affecting the operation of the internal audit activity itself;

- Has an effective continuous improvement activity in place and adopts best practice; and

- Adds value to improve the organisations operations and contributes the attainment of the

organisation’s objectives.
The Head of Corporate Services is ultimately responsible for the QAIP, which covers all types of Internal
Audit activities, including outsourced internal audits. The QAIP includes both internal and external
assessments. Internal assessments are both ongoing and periodical and external assessments will be
undertaken at least once every three to five years.

The QAIP is reviewed on an annual basis.

Internal Assessments

Internal Assessments are made up of both ongoing reviews and periodic reviews.
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Ongoing reviews

Ongoing reviews provide assurance that the processes in place are working effectively to ensure that

quality is delivered on an audit by audit basis. This includes continuous monitoring of:

Engagement planning and supervision (preapproval of the audit scope, innovative best practices,
budgeted hours, and assigned staff with key performance indicators set for each audit);
Standard working practices (including working paper procedures, sign off, report review, checklists

to ensure that the audit process has been followed);

1 Feedback from stakeholders on quality at audit level; and
1 Analysing performance metrics to measure audit plan completion and stakeholder value.
Periodic reviews

Periodic assessments are designed to assess conformance with Internal Audit’s Charter, the lIA Standards,

the quality of the audit work, policies and procedures supporting the internal audit activity, the added

value to the organisation and the achievement of performance standards.

Periodic assessments will be conducted through an annual review of:

T

Working paper reviews for conformance to llA Standards, and internal audit policies and
procedures;

Internal audit performance measures including implementation of the Strategic Audit Plan;
Assessment of quality at internal audit activity level;

Implementation of recommendations made during that year (based on an assessment of the
implementation of all recommendations);

Annual review of all relevant Charters, Policies and Procedures.

The periodic self-assessment should identify the quality of ongoing performance and opportunities

for improvement. The self-assessment will be completed on an annual basis in conjunction with the

development of the Annual Report for the Audit Committee.
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External Assessment

The External Assessment will consist of a broad scope of coverage that includes the following:

1

Conformance with the lIA Standards, definition of Internal Auditing, and internal audit’s Charter,
plans, policies, procedures, practices, and any applicable legislative and regulatory
requirements;

Expectations of Internal Audit as expressed by the Board and Senior Management;

Integration of the Internal Audit activity into the governance process;
The mix of staff knowledge, experiences, and disciplines, including use of tools and techniques, and
process improvements;

A determination as to whether Internal Audit adds value and improves operations.

An external assessment will be conducted every three to five years by a qualified, independent

assessor from outside the organisation. The assessment will be in the form of a full external

assessment. The format of the external assessment will be agreed with the Audit Committee, Head of

Corporate Services and the CEO.

Awareness Raising

Annual awareness raising will be conducted into the area of corporate compliance for all managers

and staff (including internal audit, risk management and CPSA compliance); this will take place as part

of Risky Business Month.

17



Risk Management Strategy and Policy

Introduction

In order to look ahead and meet the demands from stakeholders, the organisation needs to
constantly adapt and consider the way in which it operates. Change inevitably involves taking risks.
Understanding all of our risks will enable us to take informed and better decisions and ultimately

create increased added value for stakeholders.

This Risk Management Strategy and Framework presents the organisation’s approach to risk

management. This document has been approved by the CEO. The purpose of this document is to:

1 Summarise the approach to risk management.
1 Outline the responsibilities for risk management within the organisation for the following:
Board

Management Board

Chief Executive Officer

Heads of Function

Functions

Risk Management Committee

Audit Committee

Risk Officer

Risk and Action Owner

Staff

Internal Audit
This document has been designed to assist the organisation to identify, mitigate and report on the
key risks that will prevent the organisation from achieving its objectives as outlined in the business
plan. Responsibility for the Identification, mitigation and reporting of risks will initially reside with the

Risk Management Committee and the Management Board.

Objectives

Risk Management is the process by which risks are identified, assessed, managed and controlled.
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The purpose of a Risk Management Policy is to provide a framework for management to identify,

assess, rate and develop strategies to deal with risks in order to provide reasonable assurance that
the strategic objectives will be achieved.

The Risk Management objectives include:

1 Raise awareness of the need for risk management;

1 Integrate risk management within the culture of the organisation;

1 Manage risk in accordance with best practice;

1 Ensure that all key risks are identified and assessed;

1 Ensure that an adequate system of internal control is in place to manage all risks; and

1 Ensure that the Senior Management Team and staff are aware of risks and their responsibilities.

Appendix | sets out summary of definitions.

Background

It is the intention of the organisation to comply with best practice governance and accountability
obligations as appropriate. The organisation has always incorporated risk assessment as part of
the strategic and operational decision making process. It has a strong control environment, which
has been strengthened by new controls that have been put in place, as required. Risks to the
achievement of the organisation’s strategic goals should be managed proactively with a view to
optimising the probability of successful achievement of the goals. A Risk Management Committee will
be maintained, as a sub-group of the Management Board and with a membership representative of
the various functions in the organisation, to provide support to the ongoing implementation of the
risk management framework. The effectiveness of the framework and the key risks identified for the

organisation will be reviewed by the Management Board on a quarterly basis.

Risk Management and Mission Statement
The Risk Management Policy is to adopt best practice in the identification, assessment and control of
risks to ensure that they are eliminated or reduced to a level acceptable to the Management Board

in the achievement of its objectives.

19



Risk Profile

Risk is defined as anything that prevents an organisation from achieving its objectives. The
organisation utilises a number of planning, reporting and risk management processes to ensure it
operates towards the best standard applicable. It is essential that all key risks be identified and

controlled/deemed acceptable and that all risk events be reported and fully investigated.

Persons Affected

The persons affected by this policy are outlined in this the document.

Scope of the Policy

The scope of this policy is to establish a framework to identify potential events that may expose us to
risk, to control and manage this risk within the Management Board's risk appetite, and to provide
reasonable assurance regarding the achievement of the organisational objectives.

The process can be described as follows:

1.
5 Confirm "
. Identify &
@ Goals/strategy Assess Risks

]
Monitor & /‘7 Z
Report Policy 2

Take Challenge &
* Action Evaluate
Controls

Risk management is an umbrella discipline that cuts across all areas of the organisation’s activities. This
reflects the fact that risks permeate across all activities and functions. However, to facilitate the
capturing and reporting of risks in a consistent manner the following categories of risks have been
identified:

1 Strategic

1 Reputational

M Financial
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1 Operational

This policy sets out the following;
1 Roles and Responsibilities
I Risk Identification and Assessment Process

1 Risk Monitoring and Reporting Process.

Roles and Responsibilities
The various roles and responsibilities are summarised hereunder:

Area Responsibilities

B
oard 1 Formally approve the Risk Management Policy and Framework and

review this annually as part of the review of the Audit and Assurance
Arrangements.

1 Review any updates in the risk management documentation, as
required.

1 Review the corporate risk register on a quarterly basis.
1 Review the risk management annual plan on an annual basis.

1 Engage with reviews of key risk areas.

21



Area Responsibilities

Management Board - . ;
9 1 Overall responsibility for the system of risk management and internal

control.

1 Responsible for reviewing the risk management framework on a
regular basis including i) progress against plan and ii) effectiveness of
the risk management framework within the organisation.

1 Responsible for reviewing the corporate risk register every quarter,
including prior to Board approval.

1 Responsible for reviewing the Risk Management Policy and
Framework, prior to Board approval.

1 Supporting the Risk Management Committee and actively feeding into
risk reviews and “deep dives” and participating in comprehensive
deep-dives into key risk areas.

1 Responsible for the identification, mitigation and reporting of risks.
1 Responsible for the review of the risks identified at function level.

1 Be satisfied that adequate mechanisms are in place to mitigate
identified risks.

1 Promote the on-going enhancement of the risk management process.

Chief Executive 1 Responsible for ensuring the existence of an appropriate risk
management system.

1 Responsible for ensuring that risk management is embedded in the
management processes.

1 Responsible for ensuring that key strategic risks are being addressed
and managed appropriately.

1 Responsible for ensuring that procedures for managing risk are fully
understood and implemented by all staff as part of the business
planning process.

1 Ensures that appropriate staff receive training, as and when is
required in key risk areas.

1 Responsible for approving the risk management policy.
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Area Responsibilities

Audit Committee Advise on the systems of control underlying the risk management
framework and processes, through:

-receiving feedback from the Chair of the Risk Management Committee,
the internal auditor, external auditor and the organisation’s management
on the effectiveness of the risk management process;

-taking such feedback into account for input into the priorities of the
Internal Audit Unit work programme, including identifying the need for
value for money audits.

1 -Reviewing and endorsing the Risk Management Framework (as

outlined in the Audit and Assurance Arrangements) on an annual
basis;

1 -Reviewing the Corporate Risk Register with an internal audit lens
twice eachyear.
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Area Responsibilities

Risk Management 1 Review the risk management framework and propose amendments
Committee where necessary.

1 Prepare an annual plan of activity in relation to risk management and
present to the Management Board.

1 Report to the Management Board after each Risk Management
Committee meeting on i) progress against the plan andii)
effectiveness of the risk management framework within the
organisation.

1 Offer support to the management of each function charged with
implementing risk management across the organisation. This should
include:

Facilitating risk identification / assessment workshops
Development of risk awareness training material
Development of a culture of responsibility

Review and feedback on process and outputs in each division

1 Monitor the effectiveness of the risk management framework (both
Corporate and Functional).

1 Actively participate in deep dives into key risk areas.

1 Report to the Management Board after each meeting on items
identified for escalation to the senior management team on the
activity of the committee, any risk incidents occurring since the last
report and any assurances which can be given regarding the
effectiveness of the risk management framework.

1 Liaise with and report to the Audit Committee as requested from time
to time by the Audit Committee or the senior management team.

1 Support the Management Board by proposing risk policies, by
overseeing the detailed operations of the risk framework, by
monitoring and reporting on the effectiveness of the risk management
framework and by reviewing the corporate risk register.
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Area Responsibilities

Function 9 Carry out a risk identification exercise on an annual basis to coincide
with the development of the function’s business plan. The main risks
identified through this exercise will be recorded in the corporate risk
register. It is not expected that these risk should exceed ten in number
for any one function.

1 Review the functional risk register on a biannual basis in conjunction
with the business plan review.

1 Be aware of significant risks that come within their area of
responsibility, the possible impacts those risks could have on other
areas of the office and the consequences other unit’s risks could have
onthem

1 Report systematically and promptly to the Management Board about
risk management, in particular about perceived new risks or failures of
existing controls

Head of Function 1 Conduct interim reviews of the list of identified risks at functional level
so that these risks are managed.

1 Document the controls that are in place to mitigate against the risk
materialising.

Risk Officer (Chair of the 1 Report directly to the Management Board after each Risk
Risk Management Management Committee meeting.

Committee
) 1 Support the Audit Committee, Senior Management Team and staff in

fulfilling their responsibilities by providing a comprehensive framework
to identify, develop, manage, monitor and report on risks within the
organisation.

1 Responsible for developing and implementing Policies and the
Framework on Risk Management.

1 Provide on-going guidance to Risk and Action Owner regarding the
identification and management of risks, including ensuring that all
relevant risks are assessed and that risks are scored in a consistent
manner.

1 Ensuring that sufficient risk management training is provided to
management and staff.

1 Meet with the Chair of the Audit Committee twice each year to discuss
risk management processes.

1 Report to the Board on Risk at each meeting.

1 Provide a quarterly update to the Audit Committee on the
implementation of the risk management framework.
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Area Responsibilities

Risk and Action Owner 1 Own and manage risks delegated in the corporate (or functional) risk
register (and business plans) on a day-to-day basis.

1 Comply with controls as stated in the corporate (or functional) risk
register (and business plan) and report any control
gaps/weaknesses).

Identify and report risk incidents.

9 Ensure risks are identified and reported in a timely and efficient
manner.

1 Participate in the identification, measurement, prioritisation and
management of risks and controls.

1 Beresponsible for monitoring controls and implementing actions
identified.

1 Report systemically and promptly to the Risk Officer any perceived
new risks or failures of existing control measures.

Staff 9 Being aware of the nature of risks in their day-to-day work.

Provide input into the identification and management of risks as
required.

1 Understand their accountability for individual risks.

Take responsibility for carrying out control activities, reporting on
control gaps/weakness along with any perceived changes in the risk
environment, as appropriate.

1 Monitor the effectiveness of management procedures created to
mitigate identified risks.

9 Proactively raise risks or concerns within their function and be
responsive to the changing nature of risks faced by the organisation.

9 Ensure all risks and associated controls are identified and reported in
a timely and effective manner.

Internal Audit 1 Provide assurance to the Management Board and the Audit
Committee on the effectiveness of the Risk Management process.

1 Help ensure key risks are being managed appropriately and that the
system of internal control is operating effectively.
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Risk identification and Assessment Process

Risk Identification
Risks will be identified, assessed and controlled through the following steps:

1 Risk identification involves summarising the organisation’s exposure to uncertainty through
consideration of its service delivery, reputation, financial, legal, HR and infrastructure environment
as well as its strategic and operational objectives. In summary, risks will be categorised as:

Strategic: Risk that policies, procedures, systems or activities would fail, thus, restricting
progress towards achieving organisational objectives.
Reputational: Risk that the organisation would engage in activities or be perceived to
engage in activities that would threaten its good name brand and public image.
Financial: Risk of failing to safeguard the organisations assets, financial misreporting or
failure to achieve value for money.
Operational: Risk that policies, procedures, systems or activities would fail, thus,
restricting progress towards achieving organisational objectives.
1 Athoroughriskidentification exercise will be carried out in each function annually, to coincide with

the development of the function’s business plan. This will include:
Review of ongoing risks to the functioning of the division;
New risks which arise from the changes proposed in the business plan; and
Potential risks arising as a result of the changing environment
Identification of risks which could arise from not pursuing opportunities.

1 The agreed Risk Appetite Statement (Appendix 5) must be taken into consideration when
considering risk.

1 The mainrisks identified through this exercise will be recorded on the corporate (or functional) risk
register, using the eRisk system. It is not expected that these risks will exceed ten in number for any
one function.

1 Interim reviews of the list of identified risks will be managed by the head of function, where there
is a change to the strategic or operational agenda or where there are changes to the external
environment which could introduce additional risks. An interim review should also be conducted

in conjunction with the mid-year business plan review.
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Risk Assessment

Risks identified at a) above should be assessed to determine:

(i) The likelihood of the risk materialising.
(i) The consequence on the strategic goals of the organisation if the risk were to
materialise.

Output from the above assessment will be captured on the corporate (or functional) risk register on
the eRisk system. Risks will be assessed on a scale of | - 5in terms of impact (post existing mitigations):
IMPACT: scale of -5
l.  Insignificant
2. Minor significance
3. Moderate
4. Magjor
5. Catastrophic

Appendix Il provided further information on the above.

Risks will be assessed on a scale of | - 5 in terms of likelihood (post existing mitigations):

LIKELIHOOD: scale of | -5

. Rare

2. Unlikely

3. Likely

4. Very likely

5. Almost certain

Appendix lll provides further information on the above.

On a regular basis, at the functional meeting, those management controls which have the effect of
preventing a risk from materialising or reducing the negative impact of a risk to within acceptable
levels should be considered to determine:

(i) What controls are already in place to prevent the risk materialising or to

mitigate the impact if it does materialise
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(ii) The adequacy of these controls to manage the risk to within acceptable
levels
(iii) Additional controls / actions required to reduce the risk rating to within

acceptable levels

(iv) The owner for the risk and the owner of the actions agreed under (iii)
above
(v) The due date for the actions agreed under (iii) above.

The head of function is expected to document the controls that are in place to mitigate against the

risks materialising. The control descriptions are included in the corporate (or functional) risk register.

Each head of function together with their staff is responsible for implementing and enforcing controls
that effectively manage and mitigate risks identified, to a level that is within the tolerance limits
approved by the Management Board. In considering the effectiveness of controls consideration will
be given to the appropriate balance between the cost of implementing, the likelihood and potential
impact of the risk event if it occurred and residual risk. Risks identified are then scored/assessed

based on the impact and likelihood criteria as outlined above.

Net risk assesses the impact and likelihood of a risk post the application of the key controls. It is the
responsibility of the organisation to ensure that a system is in place to review and consider controls
identified to ensure that they are operating effectively on an on-going basis. The higher the total
score of eachrisk, the more immediate actionit requires. Allrisks should be planned for but resources

must be channelled to those risks most likely to occur and which have the most serious consequences.

The total score of the risk is then considered on a range of:

High 5-25
Medium 9-14
Low -8

All strategic risks, having been identified and assessed, will be documented on the corporate risk

register.
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Action Plans for Risks

Where controls are deemed to be less than adequate in the light of the risk appetite, an
action plan will be put in place to increase the level of control effectiveness. The Risk and
Action Owner will be identified and a time scale agreed within which the action plan will be

implemented. This information is also documented in the corporate risk register.

Where mitigating actions / controls exist but are not being followed and monitored, thenitis

the policy that it is deemed that adequate controls do not exist, as in order for mitigating
practices / controls to be effective they also must be communicated, actioned and

monitored. This information is also documented in the corporate risk register.

As aresult of the risk and control assessment process, actions with clear accountabilities will
be set for all risks where gaps in the control environment are identified. These action plans
as determined by the Management Board or Functional Head are developed to introduce

new controls or improve existing controls as required.

To ensure accountability these actions will be linked to the risk and therefore to the
underlying business objective. If this part of the process does not occur, then the benefits of
the risk identification process will not be realised. The Management Board is tasked with
delivering under the business objective will also be responsible for delivering under these

actions.

All corporate risk controls to be implemented will be recorded in the Corporate Risk Register
and reviewed until implemented. A formal audit trail must exist that relates the risk
identification and assessment process to the actions arising. This is achieved through

effective use of the eRisk system and ongoing management of the Corporate Risk Register.

The action plans will set out the following:

Planned control actions to address risk
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Responsibility for undertaking the planned activities

Timeline for action.
The Management Board monitors the implementation of the mitigating control action plans
for corporate risks and the Risk Management Group monitor the implementation of
mitigations on functional risk registers and report after each risk management meeting
(through the Chair of the Risk Management Committee) if there are any difficulties arising in
relation to the progress of same to the Management Board. Any such delays should be
flagged to the Risk Management Committee by the relevant functional owner. All
outstanding risk mitigations are also included on the Action Tracker which is monitored by

the Compliance and Quality function on a quarterly basis.

Risk Monitoring and Reporting Process

The output of the above, which is captured on the corporate risk register and on functional risk
registers is the key reporting and monitoring tool for risk management in the organisation. The
functional risk register owner is responsible for ensuring that the risk management policy is
implemented and that the output, in the form of an updated risk register, is recorded on the eRisk

system.

The risk management committee will produce an annual plan of activity and will report to the
Management Board after each Risk Management meeting on (i) progress against plan and (ii)

effectiveness of the risk management framework in the organisation.

Prior to the introduction of new initiatives / projects, a comprehensive risk analysis exercise will be
undertaken and noted. The appropriate risk register(s) will be updated and controls added to the risk

register where appropriate.

Incident Management Policy
All incidents (and “near misses”) rated at “3” in terms of impact will be reviewed by the relevant senior
manager and the overall estimated rating compared to the risk statement to determine its

seriousness. Any incident which is rated at the same level or higher than the risk appetite will be
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escalated to either the Risk Management Committee (using the Incident Report form — Appendix 4) or

the Quality Administration Team (using the CAPA process) whichever is deemed most appropriate by

the relevant senior manager. The appropriate risk register(s) will be updated following this review.

Risks rated below the risk appetite will be managed at a local level with controls put in place to
mitigate the risk and both the risk and controls recorded in the functional risk register. Consideration
will be given to other similar risks / potential incidents which may occur. These risks/near misses
should also be reported to the Quality Administration Team (using the CAPA process) if deemed

necessary by the relevant senior manager.

All relevant incidents / “near misses” will also be explored with the Leadership meetings where issues
impacting on quality are shared and shared learning points identified. These learning points will then
passed on from the Leadership Group to their teams. A mitigation plan for reducing the impact of
these incidents / risks will be agreed and actioned (through the Leadership Group or other agreed

fora).

All major business continuity related events will be reviewed in terms of key learning identified in

order to reduce the impact over these risks where the organisation does not have control.

Training
Training will be provided to the Risk Management Committee every two years to ensure that they
are kept up-to-date on developments in risk management in the public service and other relevant
corporate governance related issues.
Staff will be made aware of a number of key areas on an annual basis; this will include:
1 Risk Management Objectives
Functional Responsibilities
Line Manager Responsibilities

Staff Responsibilities

= = =4 =9

Incident Management Policy — Risks and Near Misses.
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Staff will also be encouraged at Business Awareness Sessions to share and discuss learning incidents

and issues impacting on quality in order to ensure ongoing innovation and quality improvements.

=A =/ =4 =4 4 4 -4 -4 -4 -4 -4 -4
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Role of and Procedures for the Internal Audit Function

Revise Charter and Terms of Reference for both the Internal Audit Function and Audit
Committee on an annual basis as part of the review of the Audit and Assurance
Arrangements

Develop Strategic Audit Plan every three years

Ensure agreed audit programme is implemented

Provide administrative support to the Audit Committee and act as Secretary

Conduct agreed internal quality audits and report to management on findings

Liaise with outsourced Internal Auditors as necessary

Maintain records of work carried out and expenditure of outsourced Internal Auditors
Report to the Accounting Officer/Board on progress

Prepare an Annual Report for the Audit Committee in Ql of each year

Invite C&AG to attend Audit Committee Meeting each year

Issue follow-up questionnaires on all audit reports following circulation

Maintain progress report on implementation

Report to Audit Committee on implementation of recommendations

Review implementation of all recommendations on an annual basis and issue report to
Committee

Issue Audit Reports to senior managers

Ensure awareness of improved methods of auditing/developments in this area

Embed the concept of audit throughout the office

Carry out procurement exercise to retain the services of professional Internal Auditors

Review membership of Committee every three years
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Internal Audit Reviews
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